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Executive Summary

Agentic AI systems are moving from 
experiments to production in banks, 
particularly in high-stakes risk workflows 
such as KYC/AML, fraud, credit 
underwriting, collections, surveillance, 
and model risk management. Unlike 
traditional predictive models or static 
automation, agentic systems coordinate 
multiple tools, models, and data sources 
to complete complex tasks with a degree 
of autonomy that looks and feels like 
human work. This creates new 
opportunities for efficiency and risk 
reduction but also introduces new modes 
of failure and fresh governance 
challenges for regulated institutions.

For AI application developers in banking, 
the central challenge is not “Can we make 
an agent do something clever?” but rather 
“Can we build an agentic system that is 
safe, observable, explainable, and 
auditable enough to satisfy risk, 
compliance, and regulators while still 
delivering meaningful productivity gains?” 
Achieving this requires a shift in thinking 
from single-model applications to 
multi-component systems that integrate 
robust tool layers, model routing meshes, 
retrieval infrastructure, orchestration 
engines, and deliberate memory 
strategies. It also demands organizational 
changes, including new roles, operating 
models, and Agent Ops practices aligned 
to banking’s model-risk and 
operational-risk standards.

This whitepaper provides a practical 
architecture and operating playbook for 
building and deploying agentic AI 
applications for risk-based workflows in 
banks. It covers core topics including tool 
use, LLM optimization, agentic 
frameworks, organizational design, UI 
design, model mesh networks, fine-tuning, 
Agent Ops, metadata strategies, data 
quality, RAG, DAG-based workflows, 
multi-agent orchestration, and deliberate 
memory engineering. Throughout, it ties 
design decisions back to the realities of 
regulated environments: audit trails, 
explainability, data governance, and model 
risk management expectations.
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We present concrete patterns and 
anti-patterns for common banking 
scenarios such as AML alert triage, fraud 
investigations, credit underwriting, and 
model risk management. Industry case 
studies and commentary already show 
that agentic AI can materially reduce 
investigation times, enhance risk flagging, 
and automate complex analytical tasks; 
this paper aims to translate those 
high-level promises into concrete design 
guidance for your engineering teams. The 
goal is to help you move from pilots to 
production-grade systems that can 
withstand scrutiny from model risk, 
internal audit, and supervisors, while 
remaining adaptable as models and tools 
evolve.

Finally, we propose an implementation 
roadmap and checklist that developers 
and architects can use to stage their 
adoption from simple embedded agents 
within existing workflows to more 
advanced multi-agent ecosystems. By 
following a maturity-based path—with 
continuous evaluation and guardrailed 
experimentation—you can create a 
sustainable foundation for agentic AI 
across your bank’s risk landscape.
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Introduction: Agentic AI in banking 
risk workflows

Agentic AI refers to systems in which 
AI-driven components (agents) can 
perceive context, reason about goals, 
select and invoke tools, and adapt plans to 
progress toward defined outcomes with 
limited human micromanagement. In 
banking, this typically means digital 
“colleagues” that help analysts and 
operations teams perform investigations, 
draft documentation, run analyses, and 
maintain controls across risk and 
compliance functions.

Risk-based workflows—such as AML 
alerts, fraud cases, underwriting reviews, 
and model risk governance—are especially 
suited for agentic AI because they 
combine structured rules, rich 
unstructured documentation, and 
repetitive investigative patterns. Yet they 
are also constrained by regulatory 
expectations around explainability, 
documentation, segregation of duties, and 
human oversight. The right approach is 
therefore not fully autonomous agents 
replacing humans, but assistive agents 
operating under clear policy constraints, 
with humans maintaining authority over 
final decisions.

This paper assumes readers understand 
the basics of LLMs and ML, and focuses 
instead on how to assemble these 
capabilities into safe, observable, and 
performant agentic applications. We 
emphasize system design decisions: where 
to put guardrails, how to structure tool 
layers and retrieval, how to route between 
models, and how to engineer memory and 
metadata while preserving governance.
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Core concepts for agentic AI in risk

Risk-based workflows in banks typically 
follow a pattern: events or entities are 
risk-scored, higher-risk items trigger 
additional review, and controls are applied 
proportional to risk. Examples include 
transaction monitoring thresholds, KYC 
periodic reviews, fraud alert queues, and 
stress-testing workflows. Each has a 
defined control environment with policies, 
procedures, and often prescriptive 
documentation requirements.
Agentic AI systems should be treated as 
components within this control 
environment rather than as “black box” 
automation. That means mapping each 
agent’s responsibilities to existing controls 
(e.g., which control a triage agent 
supports, what evidence it produces, how 
decisions are documented). Frameworks 
like model risk management (e.g., SR 11-7) 
and emerging guidance on AI agents in 
regulated industries emphasize 
traceability, documented assumptions, 
and limits on autonomy.

Risk and compliance functions need more 
than accuracy; they need explainability, 
auditability, and reliable human oversight. 
For agentic systems, this translates to:

• Full logs of prompts, retrieved context, 
tool calls, and outputs.

• Human-in-the-loop checkpoints where 
agents can propose but not finalize 
decisions.

• Clear indications of confidence, 
uncertainty, and escalation conditions.

• Ability for auditors to reconstruct “who 
(or what) did what, when, and why,” 
including model versions and tool 
configurations.

Regulators and internal audit teams are 
already signaling that AI agents must 
operate within comprehensive data 
governance and documentation 
frameworks, with continuous compliance 
monitoring and explicit mapping from 
regulatory requirements to technical 
controls.

Risk-based workflows and controls

Requirements: explainability, audit 

trails, human-in-the-loop
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Tool use and system integration

Tools are how agents interact with the 
bank’s systems: APIs for customer data, 
transaction histories, risk scores, case 
management, document repositories, 
rules engines, and external data sources. A 
well-designed tool layer serves both as a 
capability enabler and as a safety 
boundary, because it constrains what 
agents can do and how they can do it.

Key design principles:

• Typed, validated inputs and outputs, 
with schemas enforced before and after 
tool calls.

• Idempotent operations where possible, 
or clear safeguards for state-changing 
actions.

• Timeouts, retries, and fallback behavior 
for partial failures.

• Access controls and least-privilege 
policies per agent and per tool, with 
audit logs.

Agents should not have direct SQL access 
to core systems or unconstrained write 
permissions; instead, tools encapsulate 
safe actions (e.g., “create case note,” 
“fetch last 90 days of transactions,” 
“request enhanced due diligence”).

In risk workflows, deterministic tools 
(rules engines, scoring models, reference 
data lookups) and non-deterministic tools 
(LLM-based classification, summarization, 
or judgment) should be clearly separated. 
Deterministic tools encode policy and 
regulatory rules; agent logic should treat 
their outputs as hard constraints unless 
explicitly overridden by humans.
Non-deterministic tools, especially those 
using LLMs, should be used for tasks 
requiring interpretation, synthesis, or 
narrative generation, such as summarizing 
case files or drafting memos. Agents 
should never bypass deterministic 
guardrails; they should call them as 
authorities.

The tool layer as a safety and 

capability boundary

Deterministic vs non-deterministic 

tools



Copyright Global Economics Group or its affiliated companies. All rights reserved 9

Agentic workflows have transformed from 
fragile, rule-based API chains into 
adaptable systems where large language 
models (LLMs) plan, choose, and 
coordinate tools to achieve complex goals. 
As frontier models advance, tools have 
shifted from simple utilities to become the 
primary way agents read, write, transact, 
and integrate with enterprise 
infrastructure.

Early applications used hand-designed 
pipelines where developers identified 
intent, called a specific API, and fed the 
output into a single LLM call. These 
systems lacked autonomy because the 
workflow, not the model, dictated tool 
use. With ReAct-style patterns and 
structured function calling, agents 
combined reasoning (“thought”) with 
“action” via tool calls, validating outputs 
and iterating toward goals. Modern 
surveys describe this shift from single-path 
chain-of-thought prompting to modular 
workflows with roles like policy, evaluator, 
and dynamic components.

Recent work defines roles for LLMs, like 
policy, planner, evaluator, and dynamic 
components, each using tools in various 
workflow patterns. These include policy-
only, search-based, feedback-learning, and 
tool-use workflows with validation loops. 

Anthropic’s “augmented LLM” framework 
highlights core skills: retrieval, tools, and 
memory, with tools acting as interfaces 
that convert passive models into 
operational agents. Agentic frameworks 
support orchestration, agent collaboration, 
and external system connections such as 
code execution, search, CRMs, or trading 
platforms.

To leverage these capabilities, AI 
developers should first determine when 
true agents are necessary instead of 
simpler, deterministic workflows. 
Workflows work better for predictable, 
linear tasks, while agents are more 
effective for open-ended problems where 
the model must choose tools, iterate, and 
manage uncertainty. The next step is to 
design tools as a clear “agent–computer 
interface”: concise schemas, distinct 
responsibilities, strong typing, and 
straightforward natural-language 
descriptions that clearly show the 
intended use to the model.

Finally, developers should add evaluator 
components and telemetry so tool traces 
can be audited, errors detected, and 
prompts and tools refined over time. A 
practical approach is to start with an 
augmented LLM (retrieval plus tools plus 
memory), then introduce more agentic 
patterns only where they create 
measurable value. Keeping orchestration 
transparent, avoiding overly abstracted 
frameworks that hide prompts, tool 
payloads, and traces, makes debugging 
and governance easier.

Advanced Tool Implementations 

Leveraging Advanced Models
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Consider an AML investigation agent 
handling alerts:

• It uses tools to pull KYC profiles, recent 
transactions, network relationships, 
negative news, and prior case history.

• It summarizes patterns, highlights risk 
factors, and compares behavior against 
peers.

• It drafts an investigation narrative and 
recommended disposition (e.g., 
escalate, file SAR, close) but must route 
the recommendation to a human 
analyst for approval.

Such an agent can shorten investigation 
time by automating data gathering and 
first-draft analysis, as already seen in 
industry case studies on agentic AI for 
financial crime and fraud investigations. 
The tools it calls are tightly controlled; the 
agent cannot, for example, directly update 
customer risk ratings or close cases 
without human sign-off.

Example: AML investigation 
agent
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LLM optimization strategies for risk 
use cases

For risk workflows, LLM prompts should 
emphasize:

• Clear role and objective definitions tied 
to policy.

• Constraints on citing only from 
retrieved or provided evidence.

• Structured outputs (JSON, schemas) for 
downstream evaluation and logging.

Few-shot prompting with canonical 
examples—e.g., model SAR narratives, risk 
ratings with rationales, or underwriting 
memo structures—can significantly 
improve consistency. Instruction templates 
reused across workflows also help enforce 
standard phrasing and content coverage, 
aiding downstream QA and audit.

Production systems must balance latency, 
cost, and quality. Many banks are 
exploring mixtures of larger 
general-purpose models for complex 
reasoning and smaller, more efficient 
models for classification or simple 
summarization. Model mesh approaches 
(discussed later) allow routing tasks to the 
cheapest acceptable model that meets 
quality and policy constraints.

Risk workflows often allow some latency 
(tens of seconds) for deep investigations 
but may require sub-second responses for 
real-time controls. Design decisions should 
segment tasks accordingly and avoid 
over-using large models where simpler 
models suffice.

Prompting patterns and structured 

outputs

Latency, cost, and model size 

tradeoffs

Prompt hygiene and regulatory 

alignment

Prompt hygiene is critical in risk contexts:

• Explicitly require the model to avoid 
inventing laws, policies, or customer 
data; it should say “unknown” or 
request additional information instead.
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• Require citations to inputs or retrieved 
documents when making assertions 
about customer risk, regulations, or 
policy.

• Use evaluation suites with “golden” 
tasks drawn from real cases to measure 
hallucination and policy-violating 
behavior.

Incorporating LLM Optimization 

Into Your Development Process

Most agentic AI teams prioritize launch-
time performance but often lose sight of 
cost/benefit discipline as models, 
prompts, and releases accumulate. The 
key is to design the application so that 
optimization remains ongoing and mostly 
automated, rather than a heroic quarterly 
effort.

Begin with a clear definition of “good.” For 
an agentic workflow, that usually means 
some combination of task success, safety, 
latency, and cost per completed job. 
Instead of focusing on leaderboard scores, 
develop a compact “golden set” of real 
user tasks and edge cases, with rubrics or 
expected behaviors. Every time you swap a 
model, adjust a prompt, or modify the 
agent’s tool graph, you can rerun this 
golden set and observe exactly how 
quality and cost change. That turns model 
choice from a vague feeling into a 
measurable trade.

Next, integrate these evaluations into your 
engineering pipeline. Treat prompts, 
routing rules, and model choices like 
versioned code with tests attached. A new 
model should only be deployed if it 
surpasses or matches the current baseline 
on your golden set within predefined 
tolerances for both quality and cost. 
Modern evaluation frameworks and “LLM-
as-judge” patterns make this feasible at 
scale, especially when combined with 
cheaper specialized models for 
assessment. Silent vendor updates and 
subtle prompt regressions then become 
just another CI failure, not a 2 a.m. 
incident.

Of course, static tests are not sufficient for 
live agents. Agentic systems are sequences 
of decisions, and their true economics 
only appear under real traffic. That's 
where continuous monitoring and 
controlled experimentation become 
essential. Route a small portion of 
production traffic through new models or 
prompt variants behind feature flags, and 
monitor not just token costs, but also 
downstream metrics like completion rate, 
human handoffs, and time saved. When a 
candidate performs better per dollar, 
promote it; if it drifts, automatically revert.

Finally, remember that cost optimization 
and reliability are two sides of the same 
coin. Effective teams combine model 
cascading, caching, and retrieval with 
strong fallbacks and budget controls, 
allowing them to be aggressive on costs 
without risking the business. 
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Agentic frameworks and architectural 
patterns

Agentic AI developers are now building on 
a different foundation than they did two 
years ago. Modern LLMs can plan, convert 
intent into structure, and coordinate tools 
with much less scaffolding. This means you 
should focus on goals, schemas, and 
policies instead of handcrafted 
frameworks. The more work you put into 
the model and a general runtime, the less 
code you have to write and maintain.

The first design change is to enable the 
LLM to handle planning instead of 
manually programming control flow. 
Instead of scripting every branch, set a 
structured goal object, task, constraints, 
and success criteria, and let the model 
suggest and adjust a step-by-step plan 
within that framework. Execution then 
becomes a simple loop of “plan → act via 
tools → observe → update” that your 
system can run once and reuse across 
various workflows.

This means your focus shifts to wrapping 
APIs, databases, and RPA bots behind 
consistent tool definitions. This approach 
simplifies much of the custom 
orchestration into a standard “tool registry 
+ validator,” reducing boilerplate 
integration code.

Developers should also adopt declarative 
instead of imperative workflow definitions. 
Rather than wiring complex graphs in 
code, describe states, invariants, and 
guardrails, what must be true before and 
after each phase, and let an off-the-shelf 
agent runtime plus the LLM determine the 
path through them. Guardrails such as 
allowed tools, approval requirements, and 
data access policies are managed in 
configuration, reducing the need for 
custom conditionals and making 
governance easier to audit.

To effectively reduce framework work, use 
mature agent SDKs and low-code “agent 
factories” that already integrate planning, 
memory, retries, and tracing. These 
platforms allow you to configure models, 
tools, and prompts while reusing the same 
core orchestration, observability, and 
safety layers. This enables your 
engineering team to focus on domain 
schemas, evaluation suites, and cost 
controls instead of building another agent 
loop or multi-agent scheduler.

Simplify Your workflow

Next, view your current systems as tools 
rather than custom code pathways. Robust 
function calling and structured outputs let 
the LLM select from a catalog of well-
typed functions with clear JSON schemas. 



Copyright Global Economics Group or its affiliated companies. All rights reserved 14

Common patterns include:

• Single agent with tools: one agent 
orchestrates all steps in a workflow, 
calling tools as needed.

• Specialist agents: multiple agents, each 
focused on a specific subtask (triage, 
investigation, documentation, QA), 
coordinated by a supervisor.

• Planner-executor patterns: a planner 
agent decomposes tasks and an 
executor agent (or tools) carries them 
out.

In banking risk workflows, specialist 
patterns are often attractive because they 
mirror existing functional separation (e.g., 
tier 1 triage vs tier 2 investigation vs 
documentation). 

Supervisor agents can review other agents’ 
outputs, enforce policies, and trigger 
re-tries with refined instructions. Critic 
agents can check for missing evidence, 
policy violations, or inconsistent reasoning 
and request corrections before results 
reach humans. These patterns allow you 
to layer defense-in-depth guardrails 
without relying solely on a single agent’s 
prompt to behave appropriately.

Single-agent with tools vs 

multi-agent systems

Supervisor and critic loops

Mapping patterns to workflows

Examples:

• AML: triage agent (prioritize alerts), 
investigator agent (gather evidence), 
documentation agent (draft SAR), QA 
agent (check coverage, clarity, policy 
alignment).

• Credit underwriting: data collation 
agent (gather financials, covenants, 
collateral), analysis agent (spread and 
ratio interpretation), memo drafting 
agent, covenants and risk-factor QA 
agent.

• Model risk: documentation agent, 
challenger-model drafting agent, 
validation summary agent, control 
mapping agent.

Finally, ongoing feedback should guide 
configuration instead of causing code 
bloat. Collect traces, user corrections, and 
failure cases, then update prompts, tool 
contracts, and policies based on that data 
instead of adding special-case logic 
throughout the framework. In this design-
first approach, increased LLM capability 
acts as a force multiplier: the model 
handles more of the reasoning and 
coordination, while your framework 
remains lean, flexible, and easy to adapt.

They also make it easier to reason about 
each agent’s behavior and test them 
separately.
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Model Context Protocol and why it 
matters for agentic AI developers

The Model Context Protocol (MCP) is an 
open standard introduced by Anthropic to 
simplify how AI models connect to 
external tools, data sources, and 
contextual information. Instead of building 
bespoke integrations for every system, 
developers can expose capabilities 
through MCP servers and let AI clients 
discover and use them via a standardized, 
JSON-RPC–based interface. For agentic AI 
developers in banking, MCP is essentially a 
universal connector that turns fragmented, 
legacy system landscapes into a coherent 
tool and data layer.

• An open ecosystem: SDKs, reference 
servers, and early adoption by major AI 
providers and enterprises, positioning 
MCP as a cross-vendor standard rather 
than a proprietary integration layer.

Industry commentators often compare 
MCP to “USB-C for AI”: a single, 
standardized way to plug models into 
many systems and tools across hybrid and 
multi-cloud environments.

What MCP is

Why MCP is important for agentic 

AI in banking

Agentic AI systems depend on reliable 
access to tools (APIs, rules engines, 
scoring models) and data (customer, 
transaction, KYC, policy, market data) 
scattered across on-premise, cloud, and 
third-party platforms. Without a common 
protocol, each integration becomes a 
custom project, leading to brittle 
connectors, inconsistent schemas, and 
duplicated effort. MCP addresses this by:

• Turning tools and data sources into 
standardized, discoverable resources 
that agents can query and invoke at 
runtime.

MCP defines:

• A client-server pattern: AI applications 
(clients) connect to MCP servers that 
expose tools, data sources, and 
contextual resources.

• Standard primitives for listing, invoking, 
and exchanging data with tools, 
including schemas for inputs/outputs 
and contextual metadata.
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• Providing a semantic layer where 
schemas and metadata clarify what 
data means (e.g., differentiating 
transaction types, products, or 
jurisdictions), which is critical for 
risk-sensitive reasoning.

• Supporting secure, permissioned access 
with auditability, which aligns with 
financial-services requirements for 
access control, logging, and 
data-minimization.

For multi-agent systems, MCP also enables 
agents to collaborate across distributed 
environments, accessing MCP servers that 
sit next to on-prem databases, SaaS tools, 
or partner systems, while keeping 
connectivity patterns consistent.

Design implications for banking AI 

developers

For banking AI application developers, 
adopting MCP early can shape a more 
scalable and governable agentic 
architecture:

• Standardized tool layer

Instead of exposing each internal API or 
data product in a one-off way, you can 
wrap them in MCP servers with 
well-defined schemas and policies. This 
mirrors the “tool-layer” best practices 
in the whitepaper while giving you a 
vendor-neutral standard that future 
models and agent frameworks can 
reuse.

• Cleaner separation of concerns

MCP lets infra teams and domain teams 
focus on publishing secure MCP servers 
(near core systems), while agent 
developers focus on prompts, 
orchestration, and planning logic in 
MCP clients. That separation simplifies 
change management and aligns with 
data-mesh principles where domains 
own their data and semantics.

• Better portability across models and 
platforms

Because MCP is model- and 
vendor-agnostic, your investment in 
MCP servers persists even if you change 
LLM vendors or agent orchestration 
frameworks. Agents built on top of MCP 
can be retargeted to different provider 
backends with minimal rework, which is 
attractive for banks managing vendor 
risk and multi-model strategies.

• Security, audit, and compliance hooks 
by design

MCP’s structured, RPC-style interactions 
make it straightforward to implement 
logging, monitoring, and permission 
checks in one place—the MCP server 
layer—rather than embedding those 
concerns ad hoc in every agent 
integration. This aligns naturally with 
Agent Ops, model-risk governance, and 
regulatory expectations around 
traceability and access control.
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When to use MCP

The Model Context Protocol (MCP) 
deserves your attention when your “LLM 
feature” shifts from being just a single chat 
endpoint to becoming an agentic workflow 
that must coordinate tools, data, and 
decisions across multiple systems. It 
becomes especially useful once you need 
a uniform way to expose capabilities and 
context to several models and 
applications, instead of connecting each 
one directly to every API.

Consider MCP for managing multiple tools 
or APIs and facing integration sprawl. A 
single MCP server can expose a curated 
set of tools and data sources once, 
enabling any MCP-aware agent, whether 
powered by Claude, GPT, or an in-house 
model, to access them without custom 
adapters. MCP is ideal for scenarios where 
agents need to both read and act: instead 
of just retrieving documents like in a 
traditional RAG setup, models can query 
structured systems and trigger side effects 
such as creating tickets, updating records, 
or running jobs. Moreover, MCP performs 
well when reuse across different models 
and applications is expected, as it treats 
context and tools as portable assets; the 
same connectors can support multiple 
agents and workflows, preventing vendor-
specific plugin rewrites as your stack 
evolves.

To make MCP successful in agentic 
workflows, treat it as a productized 
platform layer rather than just a thin SDK. 
Design opinionated tool surfaces by 
grouping APIs into task-level tools like 
create_underwriting_summary or 
get_customer_risk_profile, avoiding 
exposing every backend endpoint. This 
simplifies the agent’s tool set and 
encourages clarity. Document tools for 
humans and models with API info and 
prompt hints, specifying purpose, inputs, 
outputs, and failure modes for better 
understanding. Start with well-defined 
workflows, such as KYC or incident triage, 
to refine error handling, timeouts, and 
retries before expanding to a broader 
catalog.

Operational and security practices are 
critical because agentic systems amplify 
any weakness in the integration layer. A 
strong pattern is to centralize 
authentication, logging, and guardrails at 
an MCP hub rather than scattering them 
across backends. By terminating auth 
once, logging every tool call (who invoked 
what, with which parameters, and where it 
executed), and inserting input/output 
filters, you can catch 
prompt-injection-driven misuse or unsafe 
outputs before they reach sensitive 
systems. MCP also aligns well with 
multi-agent orchestration patterns, such as 
single agent, handoff, or manager, worker, 
when all system access flows through MCP 
while agents coordinate via a shared state 
store. Used this way, MCP becomes the 
backbone of an agentic stack: a stable, 
secure interface to tools and context that 
you can evolve independently of the 
models and workflows sitting on top.

Making MCP Successful
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Example: MCP as the backbone of 

an agentic risk stack

In a bank adopting agentic AI for AML, 
onboarding, credit, and treasury, MCP 
servers could front key domains: 
customer/KYC, transactions, 
sanctions/PEP, product catalog, 
limits/positions, policy documents, and 
case management. Agents acting as AML 
investigators, onboarding assistants, or 
credit memo drafters would connect via a 
common MCP client layer, discovering 
tools like “search_transactions,” 
“fetch_kyc_profile,” “screen_party,” or 
“retrieve_policy_section” with shared 
schemas and access rules.

As new agents and models are introduced, 
they reuse the same MCP endpoints rather 
than proliferating new point-to-point 
integrations. When regulations change, 
domain teams update the behavior and 
validation logic in their MCP servers (for 
example, new KYC fields or sanction-list 
logic), and those changes propagate 
automatically to all agents consuming 
those services—without rewriting prompts 
or agent code. Over time, this turns MCP 
into the connective tissue that lets your 
agentic AI layer evolve quickly while 
staying grounded in governed, 
well-understood enterprise data and 
controls.
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Organizational design for teams using 
agents

Agentic AI blurs lines between software, 
models, and operational workflows. Banks 
are beginning to define new roles such as:

• Agent product owner: owns objectives, 
success metrics, and change backlog for 
agents.

• Prompt/behavior designer: shapes 
prompts, tools, and behavior policies in 
collaboration with SMEs.

• Agent SRE / AgentOps engineer: 
responsible for reliability, monitoring, 
and incident response for agents.

• Model risk/control owner: ensures 
agents fit within model risk frameworks 
and control libraries.

These roles collaborate with traditional 
engineering, data, risk, and operations 
teams.

Agents should be integrated into existing 
governance structures instead of 
bypassing them. Change management 
patterns include:

• Versioning agents and their prompts, 
tools, and models.

• Approvals for major behavior changes, 
aligned with model risk change 
processes.

• Shadow and canary deployments before 
full rollout.

• Regular reviews with operations and 
risk stakeholders, including evaluation 
results and incident logs.

New roles and responsibilities

Operating models and change 

management

Agents as digital colleagues

Operational teams should be trained to 
treat agents as digital colleagues: they can 
delegate tasks but must review and own 
outcomes. Training should emphasize 
when to trust agents, when to override 
them, and how to provide feedback that 
improves agent behavior (e.g., flagging 
incorrect outputs for retraining or prompt 
improvements).
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Agentic AI applications are transforming 
how work is performed, prompting 
organizations to reconsider not just tools 
but the entire distribution of work across 
Level 1, Level 2, and Level 3 structures, 
ultimately reorganizing around AI-first 
teams. Instead of viewing tiers as steps in 
a handoff process, leading companies are 
using AI to automate routine tasks, reduce 
escalations, and elevate human roles into 
areas like orchestration, expertise, and 
design.

Agentic AI transforms work at the task 
level by handling multi-step, goal-oriented 
activities that previously depended on 
human coordination across different tiers. 
In settings like security operations centers 
and IT support, AI now triages alerts, 
collects context, and even carries out 
predefined responses, easing the manual 
workload on Level 1 analysts and enabling 
them to concentrate on exceptions and 
higher-risk situations. Similar patterns are 
emerging in knowledge work, where many 
routine skills are becoming “hybrid”, 
shared between humans and AI, instead of 
being fully owned by one level.

For Level 1, the impact is the most 
significant. AI agents serve as always-on 
co-pilots or “Tier 0.5,” handling a large 
part of simple requests and pre-processing 
complex ones before a human reviews 
them. The remaining Level 1 tasks require 
better judgment, communication, and AI-
tool skills, making these roles less about 
scripted responses and more about 
supervising and guiding automated 
processes. Companies that adopt this 
change see less burnout, quicker response 
times, and greater satisfaction, but they 
need to invest in upskilling entry-level staff 
instead of treating them as purely low-
skill.

Impact on work distribution

L2 and L3

Level 2 and Level 3 functions develop into 
centralized hubs of expertise and system 
design. As AI handles more issues at the 
front line, fewer cases escalate, and those 
that do are truly complex, needing deep 
domain knowledge and cross-system 
thinking. Level 2 analysts focus more on 
pattern analysis, knowledge creation, and 
refining playbooks and agent policies, 
while Level 3 experts concentrate on 
architecture, security, and developing self-
improving workflows that advance future 
work “down” into automation rather than 
“up” the hierarchy.L1 Role Impacts
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Over time, this creates a feedback cycle 
where every challenging case helps 
improve AI behavior.

To become truly AI-first, organizations 
must shift beyond rigid L1/L2/L3 ladders 
toward cross-functional pods or squads 
that own entire workflows or services, 
with AI integrated at the core. 

In these pods, AI handles continuous 
execution, while humans at different 
seniority levels contribute governance, 
domain expertise, and system 
improvement. Success depends on 
redesigning roles, career paths, and 
incentives so that progress is measured by 
expertise, system stewardship, and AI-
augmented impact, not just moving up 
from Level 1 to Level 3 in an outdated, 
queue-driven organization.



Copyright Global Economics Group or its affiliated companies. All rights reserved 22

UI/UX design for agentic risk 
applications

Agentic AI workflow applications depend 
heavily on their user interface. UI serves as 
the lens through which users view, 
influence, and control autonomous 
behavior, directly impacting trust, 
adoption, and the business value achieved.

UI is crucial because agentic systems act 
for users, requiring transparency, control, 
and predictability. Confusing interfaces can 
turn automation into risks, while clear UIs 
make autonomy seem safe. As more tools 
use foundation models, differentiation 
hinges on workflow-centric design, not 
just AI power.

Interface design should shift from 
optimizing clicks to understanding user 
intent, allowing users to express high-level 
goals and preferences through structured, 
approachable methods like forms, 
conversational interactions, templates, 
and domain-specific examples. Effective 
designs offer simple presets for non-
experts and advanced options for power 
users creating complex workflows.

Good interfaces consistently display what 
the agent is doing, what it has already 
completed, and its future plans through 
timelines, activity feeds, or DAG-style 
workflow views. Triggers, steps, branches, 
and external system calls should be 
visualized so users can audit and debug 
flows without digging into raw logs. Where 
important decisions are made, the UI 
should highlight confidence indicators, 
data sources, and brief reasoning snippets 
to help users understand why an action 
occurred and whether they should trust it.

Autonomy drives agentic design

Because the agent operates with a degree 
of autonomy, that autonomy must be 
transparent. 

Minimal human intervention

Design for minimal human intervention 
with clear, contextual controls to pause, 
cancel, approve, edit, or override 
individual tasks and workflows, not just a 
global kill switch. Use inline correction 
patterns such as “fix this step” or “retry 
with different constraints” to keep users in 
the flow and generate feedback for 
improvement. When errors happen, treat 
them as design moments: explain failure, 
suggest safe next steps, and enable one-
click escalation to a human or alternative.
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Risk users need to see not only what the 
agent concluded, but how it got there. UI 
patterns should include:

• Step-by-step traces of tool calls and 
actions.

• Links to underlying documents or data 
for each assertion.

• Clear indication of which parts were 
generated by an agent vs retrieved from 
systems.

Transparency improves trust and simplifies 
audit and QA.

• Exception handling: clear paths for 
users to override agent suggestions, 
add their own notes, and flag outputs 
for remediation.

In AML or fraud applications, for example, 
the UI can display the agent’s synthesized 
storyline next to raw transaction lists, KYC 
data, and prior alerts, enabling analysts to 
verify and amend conclusions quickly.

Transparency and control

Human-in-the-loop workflows

Examples of agentic UI patterns

• Alert triage: queue view with 
agent-generated risk summaries, 
recommended priority, and confidence 
scores.

• Underwriting memos: editable memo 
drafts with side-panel showing evidence 
snippets and ratio calculations.

• Control testing assistants: step-by-step 
guidance for testers, with 
auto-generated test scripts and 
evidence checklists.

Effective UIs support:

• Suggestion mode: agent proposes 
narratives or decisions; user edits and 
confirms.

• Draft-then-review: agent prepares full 
drafts; users approve, correct, or 
escalate.

Good UI reduces the cognitive load of 
automation by blending conversational UX 
with structured elements like tables, 
filters, and visual flows. This allows users 
to switch seamlessly between natural 
language and precise controls while 
maintaining context. The screen should 
highlight urgent items like exceptions or 
approvals, while routine tasks stay in the 
background. Preserving context across 
screens, roles, and sessions makes the 
agent feel like a single, consistent 
collaborator embedded in the workflow, 
not a collection of disconnected features.
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A complex client onboarding agent 
supports relationship managers, 
onboarding teams, and compliance by 
orchestrating data collection, risk 
assessment, and documentation for 
high-risk or non-standard clients (e.g., 
private banking relationships, complex 
corporate structures, funds, and 
cross-border clients). The agent does not 
approve accounts on its own; instead, it 
automates the heavy lifting of gathering 
information, reconciling documents, and 
drafting risk-appropriate onboarding 
packages for human review.

• Assemble a structured onboarding file 
with risk classification, rationale, and 
outstanding requirements for approval 
teams.Example: Complex client 

onboarding agent

Scope of responsibilities

• Guide RMs and onboarding staff 
through required information for each 
client type and jurisdiction (KYC, KYB, 
beneficial ownership, tax, 
product-specific data).

• Ingest and analyze documents 
(corporate registries, organizational 
charts, partnership agreements, 
source-of-wealth evidence, financial 
statements).

• Perform initial screening and risk checks 
(PEP, sanctions, adverse media, 
high-risk geography/product indicators).

Tool use and integrations

The onboarding agent relies on a curated 
tool layer, for example:

• Customer data and CRM: fetch existing 
party data, relationships, and previous 
interactions.

• KYC/Onboarding systems: read/write 
required KYC fields, product selections, 
and risk ratings in the bank’s 
onboarding platform.

• External registries and data providers: 
query corporate registries, beneficial 
owner databases, credit bureaus, and 
tax ID validation services.

• Screening tools: call 
sanctions/PEP/adverse media screens 
and retrieve detailed hit information.

• Document management: pull and store 
customer-provided documents, extract 
key fields, and link them back to the 
onboarding case.

All tools expose typed inputs/outputs and 
honor entitlements; state-changing 
operations (e.g., creating a new party, 
updating risk ratings) are either gated 
behind explicit “proposal” actions or 
require human confirmation in the 
onboarding UI.
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1. Case initiation and client profiling

When a new complex client onboarding is 
initiated, the agent asks the RM a brief set 
of clarifying questions (client type, 
domicile, products, expected activities, 
relationship complexity). Based on the 
answers and embedded policy logic, it 
generates a tailored checklist of required 
information, documents, and screenings, 
reducing the back-and-forth common in 
bespoke relationships.

2. Data gathering and validation

The agent calls tools to pre-populate the 
onboarding record from internal systems 
(existing relationships, related parties, 
prior accounts) and external sources 
(corporate registries, beneficial owner 
databases). It flags inconsistencies (e.g., 
different addresses across documents, 
missing controlling-party information, 
contradictory ownership percentages) and 
prompts the RM to resolve them, turning 
implicit data-quality checks into explicit 
workflow steps.

3. Document analysis and structure 
mapping

For entities with complex ownership 
structures—e.g., layered holding 
companies, funds with GPs/LPs, trusts—
the agent parses uploaded organizational 
charts and governing documents, 

Typical interaction flow
then builds a structured representation of 
the ownership graph. It identifies 
beneficial owners based on policy rules 
(e.g., thresholds by jurisdiction, control 
indicators) and highlights any opaque 
chains or high-risk links that require 
enhanced due diligence.

4. Risk Screening and Preliminary 
Assessment

The agent orchestrates screening across 
sanctions, PEP, and adverse media for the 
client, beneficial owners, and key related 
parties. It clusters potential hits, filters out 
obvious false positives based on policy 
heuristics, and presents analysts with a 
prioritized list of items requiring judgment. 
Using internal risk policies, it synthesizes a 
preliminary risk rating (e.g., standard, 
elevated, high) and explains the drivers, 
but always marks this as a proposed rating 
for human confirmation.

5. Onboarding package assembly

Once data and documents are sufficiently 
complete, the agent drafts an onboarding 
summary tailored to the client type and 
product mix. This summary typically 
includes: client profile, ownership and 
control structure, 
source-of-wealth/source-of-funds 
synopsis, key risk factors, results of 
screening and adverse media, and a clear 
list of outstanding items or conditions 
precedent. It fills in structured onboarding 
forms and generates a narrative that aligns 
with the bank’s standard templates, 
reducing manual drafting effort.
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6. Human review and decision support

In the onboarding UI, analysts and 
approvers see the agent’s structured view 
of the client, the ownership graph, linked 
documents, and the draft narrative side by 
side. They can correct details, override the 
proposed risk rating, add nuance to the 
source-of-wealth assessment, and record 
their decision. The agent tracks these edits 
as feedback signals for future behavior 
and, where allowed, can suggest follow-up 
checks (e.g., additional documentation for 
higher-risk jurisdictions).

7. Post-approval handoff and memory

After approval, the agent’s outputs—
validated data, ownership structures, 
narratives, and decisions—are committed 
to the bank’s systems of record. The 
onboarding agent’s “memory” for that 
client becomes the starting point for 
future periodic reviews and event-driven 
KYC refreshes, ensuring continuity 
between onboarding and ongoing 
monitoring. Over time, patterns from 
successful and problematic onboardings 
can be used to refine checklists, prompts, 
and risk-flagging heuristics.

Typical interaction flow (continued) Governance and benefits

Governance mirrors the AML investigation 
agent: all prompts, tool calls, data sources, 
and suggested ratings are logged; final 
decisions remain with humans; and 
changes to checklists or risk rules follow 
the bank’s model-risk and policy-change 
processes. Benefits include:

• Reduced time-to-onboard for complex 
clients without lowering standards.

• Fewer missing or inconsistent data 
elements thanks to guided, 
policy-driven intake.

• More consistent, auditable onboarding 
narratives and risk rationales across 
teams and regions.

This pattern shows how an agentic AI 
solution can “wrap” an existing complex 
onboarding process with intelligence and 
orchestration, rather than replacing core 
systems, while still delivering significant 
efficiency and control improvements.
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Prompt engineering and refinement 
in agentic AI development

Prompt engineering is a core control 
surface for agentic AI systems, especially in 
regulated banking environments where 
behavior must be predictable, explainable, 
and auditable. For agents that plan, call 
tools, and interact with sensitive data, 
prompts function like executable policies: 
they express roles, constraints, 
procedures, and failure modes. Treating 
prompts as first-class artifacts—versioned, 
tested, and reviewed like code—is 
essential to achieving safe, consistent 
behavior across risk-based workflows.

• Tool-use guidance: how and when to 
call tools, what inputs to pass, how to 
validate outputs, and how to recover 
from errors or missing data.

• Dialogue and UI behavior: how agents 
communicate with analysts and RMs, 
including tone, escalation, and 
clarification questions.

Because of this, prompt design directly 
affects risk outcomes: a vague prompt can 
lead to hallucinated rationales or missed 
policy checks; a precise, constrained 
prompt can enforce disciplined, 
evidence-based behavior.

Role of prompts in agent behavior

In agentic architectures, prompts shape 
multiple layers of behavior:

• System-level behavior: global 
constraints (e.g., “never invent 
customer data,” “always explain your 
reasoning with references to evidence,” 
“defer final decisions to humans”).

• Task-level instructions: 
workflow-specific logic (e.g., how to 
structure an AML narrative, how to 
prioritize onboarding gaps, how to 
interpret credit covenants).
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For banking agentic use cases, effective 
prompts share several characteristics:

• Explicit role and objective: clearly 
define the agent’s role (e.g., “You are an 
AML investigation assistant…”) and the 
specific outcome it must produce (e.g., 
“Draft a SAR-ready narrative with 
sections A–E”).

• Grounding in evidence: require that any 
conclusion be supported by provided or 
retrieved data and instruct the agent to 
say “insufficient information” rather 
than speculate.

• Structured outputs: use consistent 
schemas (JSON, bullet templates, 
labeled sections) so downstream 
systems can parse, validate, and 
compare outputs.

• Policy encoding embeds high-level 
policies directly in prompts (e.g., risk 
factors, escalation thresholds, 
documentation standards) while 
referencing authoritative documents 
when possible.

• Defensive instructions: clarify what to 
do when data is missing, tools fail, or 
conflicts appear—for instance, request 
clarification, escalate, or log an 
exception rather than proceeding 
silently.

Prompt templates should be reusable 
across similar workflows (e.g., all AML 
narrative prompts share a base template 
with minor variations), which improves 
consistency and simplifies QA and training.

Principles of effective prompt 

design for risk workflows

Prompt refinement as an iterative 

engineering loop

Prompt refinement is not a one-time 
setup; it is an iterative engineering loop 
tightly coupled to evaluation and 
production feedback:

1. Baseline design

• Start from a clear template that 
encodes role, constraints, structure, 
and tool-use expectations.

• Include a small set of curated examples 
(few-shot) that reflect real cases and 
desired outputs.

2. Offline evaluation

• Test prompts against a “golden set” of 
representative cases covering typical, 
edge, and adversarial scenarios (e.g., 
sparse data, conflicting documents, 
unusual structures).

• Measure criteria like factual 
correctness, policy adherence, 
completeness, and clarity.
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3. Targeted refinement

• Analyze failure patterns (e.g., missing 
key risk factors, over-confident 
conclusions, improper tool use).

• Adjust prompts surgically: add clarifying 
instructions, change ordering, refine 
examples, and tighten language around 
what is allowed or prohibited.

4. Controlled deployment

• Roll updated prompts into shadow or 
canary environments before full rollout.

• Compare performance against previous 
versions using the same evaluation 
suite and live metrics (override rates, 
exceptions, processing time).

5. Continuous feedback integration

• Capture analyst edits and overrides as 
labeled feedback (e.g., which risk 
factors were added, which conclusions 
were changed).

• Use this feedback both to refine 
prompts and, where appropriate, to 
update training data for fine-tuning or 
scoring models.

This cycle mirrors traditional software 
release and MLOps practices, but with 
prompts as a primary configuration 
surface.

Patterns and anti-patterns

Some practical patterns:

• Layered prompts: separate system, 
workflow, and step-specific prompts 
rather than one massive instruction 
block; this improves maintainability and 
reduces unintended interactions 
between instructions.

• Decomposition prompts: instruct 
agents to break tasks into substeps 
(plan, gather, analyze, draft, review) and 
to show their intermediate reasoning at 
a structured level suitable for logging 
and QA (even if not fully exposed to end 
users).

• Self-check prompts: add a final 
“self-audit” step where the agent 
verifies that required sections, risk 
factors, and citations are present before 
returning output.

Common anti-patterns:

• Overly open-ended prompts that 
encourage creativity or speculation in 
risk workflows.

• Mixing conflicting roles and objectives 
in a single prompt (e.g., “be creative 
and conservative” without 
prioritization).

• Embedding business-critical logic only 
in prompts, with no external reference 
to rules or policies that can be updated 
independently.
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Because prompt engineering sits at the 
intersection of technology, risk policy, and 
frontline practice, it should be treated as a 
joint responsibility:

• Prompt and behavior designers work 
with SMEs (AML, onboarding, credit, 
model risk) to encode policies and best 
practices.

• Engineering teams enforce prompt 
versioning, testing, and rollback 
mechanisms as part of the CI/CD 
pipeline.

Organizational implications • Risk and compliance teams review 
critical prompts like they would policy 
documents or decision trees, ensuring 
they reflect current regulatory 
expectations and internal standards.

In mature setups, prompts become part of 
the formal control environment—
documented, reviewed, and auditable—
making prompt engineering and 
refinement a critical, ongoing discipline in 
agentic AI development rather than an 
informal, one-off tuning exercise.
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Model mesh networks and model 
routing

A model mesh (or model routing) layer 
abstracts multiple models—LLMs, classical 
ML, vendor APIs—behind a common 
interface so agents can dynamically select 
the most appropriate model for a given 
task. This is especially useful in banking, 
where data sensitivity, jurisdiction, latency, 
and cost constraints vary by workflow and 
customer.

Concept and motivation

In a model mesh, each model—general-
purpose LLMs, domain-specific tuned 
models, embedding services, code models, 
and safety critics—is wrapped as a service 
with standardized interfaces and rich 
metadata (including capabilities, latency, 
cost, region, and risk level). A gateway and 
routing layer above these services receives 
requests from agents and workflows, 
decides which model or sequence to use, 
and normalizes responses back to the 
caller.

From an agent's view, there's only "one” 
model endpoint. Internally, the mesh 
directs reasoning to a general LLM, 
calculations to a math-optimized model, 
and final review to a safety critic, without 
the agent knowing vendor or connection 
details.

How does a model mesh network 

work?

How It Works in Agentic Workflows

Agentic applications typically have a 
planner or controller that divides a user's 
goal into subtasks, chooses tools, and 
manages steps. When a step needs model 
capabilities, it calls the mesh and passes:
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Routing criteria

Routing decisions may consider:

• Task type (classification vs 
summarization vs generation).

• Data sensitivity and residency 
requirements (e.g., PII restrictions, 
on-prem models for some regions).

• Performance and cost targets (e.g., use 
smaller models for simple tasks).

• Specialization (e.g., domain-tuned 
models for legal or regulatory text).

The mesh layer should expose declarative 
policies so you can enforce, for example, 
that certain high-risk tasks or jurisdictions 
must use specific models.

• The task description and prompt

• Context (domain, tenant, risk level, 
latency/cost budget)

The mesh’s router applies policies to select 
models, like a domain-specific “credit 
analyst” for underwriting, a cheaper chat 
model for updates, or a code model for 
SQL or Python. It can also use fallback and 
ensemble strategies, retrying with backups 
or reconciling multiple models for high-
stakes decisions.

Why a Model Mesh Is Valuable

For agentic AI, the model mesh pattern 
delivers several important benefits:

• Agents enhance accuracy by using the 
best model for each subtask, improving 
domain precision and reasoning, rather 
than relying on a single general model.

• Improved cost and latency 
management: The mesh directs simple 
or high-volume tasks to small, cost-
effective models, reserving advanced 
models for complex reasoning. This 
optimizes spending and performance 
without rewrites.

• Enhanced safety and reliability: 
Centralized policies, logging, and 
fallback logic within the mesh simplify 
guardrail enforcement and ensure 
consistent handling of model failures.

• Future-proofing and vendor flexibility: 
New models and providers can be 
integrated behind the mesh and 
gradually adopted through routing 
rules, preventing tight coupling 
between workflows and any individual 
model or vendor.

In practice, a model mesh network lets 
agentic AI developers focus on designing 
robust workflows and agents, while the 
mesh takes responsibility for choosing, 
combining, and governing the models that 
power each step.
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Capability- and tier-based routing

A core pattern involves routing based on 
capability (like code, math, finance, or 
summarization) and tier (cost-
effective/fast versus high-quality). 
Requests are tagged with domain, task, 
and risk or latency constraints, and the 
router picks a specialist or cost tier. The 
challenge is avoiding “routing sprawl,” 
which involves fragile rules and heuristics 
scattered across services. Teams address 
this by centralizing routing in a dedicated 
service using configuration policies and 
telemetry (quality, cost, latency) to 
simplify and optimize rules.

Dynamic, signal-driven routing

Advanced meshes use dynamic routing 
based on real-time signals like latency, 
error rate, health, and budget, instead of 
static rules. This improves resilience and 
cost management but can cause 
unpredictable behavior if routing policies 
react too strongly to noisy metrics. 
Successful implementations add guardrails 
like stability windows, traffic caps, and 
often use offline or reinforcement learning 
with clear rewards for quality and cost.

Orchestrator–worker (hub-and-

spoke) pattern

Agentic applications often use an 
orchestrator–worker pattern, where a 
planner agent (hub) delegates subtasks to 
specialized workers (spokes), supported by 
different mesh endpoints. This enables 
complex workflows but increases 
complexity in state management, error 
handling, and ensuring data and safety 
standards. Developers standardize worker 
contracts (inputs, outputs, error codes), 
use shared context objects via the mesh, 
and apply retry or fallback policies at the 
orchestrator level instead of within each 
worker.

Policy-, region-, and tenant-aware 

routing

In regulated industries, meshes use policy-
aware routing to centrally enforce region, 
tenant, and use-case constraints. Policy 
proliferation, overlapping rules for data 
residency, model approval, and risk, can 
overwhelm teams. They manage this with 
a central model catalog and policy engine, 
labeling models and routes with attributes 
and defining routing through declarative 
policies with change control and audit 
trails.

Combined with strong observability and 
progressive rollout, these patterns help 
agentic AI developers create a resilient 
model mesh, ensuring workflows stay 
stable as the model portfolio evolves.
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Data protection and cross-border 

complexity

Without controls, sensitive prompts could 
reach unauthorized regions or APIs. To 
address this, firms implement policy-
aware routing: models are labeled by 
region, data residency, and regulations, 
with routing rules preventing protected 
data from unapproved endpoints. Many 
prefer private or on-premises deployment 
of high-risk models, using public APIs for 
non-sensitive tasks.

Model Mesh in Financial Services

Global financial institutions are attracted 
to model mesh networks because they 
offer a single, governed “model fabric” 
that can support many agentic AI 
applications. However, the same features 
that make a mesh network powerful, 
multiple LLMs, dynamic routing, and 
shared infrastructure, also increase 
regulatory and operational challenges 
related to governance, explainability, and 
data protection.

Governance and model risk 

management hurdles

In a mesh, a customer journey or risk 
decision may involve multiple models: a 
general LLM for reasoning, a domain-
specific model for credit analysis, and 
another LLM for summarization or 
translation. Global banks must treat each 
as a regulated model under SR 11-7 
standards, with clear ownership, 
validation, and oversight. Tracking model 
use, data, and versions is complex. Leading 
institutions establish a central AI 
governance function with a model registry, 
documenting use cases, risk ratings, and 
validation for each model and route.

Explainability, hallucinations, and 

conduct risk

Supervisors need clear decisions and 
controls over mis-selling, suitability, and 
communication. Connecting LLMs risks 
hallucinations and less clear explanations. 
Banks use LLMs as judges or critics with 
separate “checker” models to review 
content for policy violations before 
reaching customers or traders. They limit 
LLM roles to drafting and triage, with rules 
or human approval for final decisions.

Operational complexity and 

resilience

A mesh adds gateways, routers, adapters, 
and back-end models, creating new failure 
points and resilience concerns. Institutions 
treat the AI gateway and mesh as tier 1 
infrastructure: enforcing SLOs, end-to-end 
tracing, canary releases, and traffic-
splitting for new models or routes. FinOps 
and risk teams monitor latency, cost, and 
error rates per model and route, with 
rollback plans if KPIs or metrics decline.

Mesh networks connect multiple external 
LLMs easily, but banks must adhere to 
strict rules on secrecy, PII, MNPI, and 
cross-border data. 
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Fine-tuning LLMs for agentic use
Fine-tuning large language models (LLMs) 
is becoming a powerful method for agentic 
AI developers to transform generic models 
into specialized partners that genuinely 
understand their domain, workflows, and 
limitations. When applied intentionally, it 
can greatly enhance planning, tool use, 
and reliability in multi-step agents, but it 
also brings serious data, safety, and 
maintenance challenges that teams cannot 
overlook.

The hardest problems you will face

autonomous workflows and requiring 
agents to act predictably across tenants 
and use cases.

• Higher UX ceiling: Applications powered 
by tuned models tend to feel more 
seamless: fewer irrelevant tool calls, 
tighter summaries, and more context-
aware responses foster greater user 
trust and engagement.

For agents specifically, fine-tuning on real 
trajectories (state → plan → tool call → 
revision) can reinforce successful 
orchestration patterns, allowing your 
controller to rely less on brittle prompt 
instructions and more on learned 
behaviors.

For agentic applications, fine-tuning does 
more than enhance accuracy; it also alters 
how the model functions within your 
orchestration layer. Key benefits include:

• Embedded domain expertise: Training 
on domain-specific dialogs, documents, 
and trajectories helps the model 
become fluent in your jargon, product 
surface, and decision patterns. This 
reduces prompt complexity and 
dependence on fragile few-shot 
examples.

• Consistent behavior at scale: Fine-tuned 
models are more effective at producing 
uniform reasoning styles, tool-call 
formats, and output templates, 
essential when running thousands of

Why fine-tuning is so attractive for 

agents

The same knobs that enable precise tuning 
also pose risks if handled carelessly. The 
main challenges include:

• Data quality, bias, and drift: Many 
organizations underestimate how 
difficult it is to gather clean, 
representative training data. Messy 
logs, inconsistent labels, and changing 
business rules can lead the model to 
develop outdated, biased, or outright 
incorrect behaviors.
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In many cases, careful prompting plus RAG 
is sufficient for risk workflows, especially 
where the knowledge base is dynamic and 
domain-specific (policies, procedures, 
client data). Fine-tuning is not required 
simply to “make the model more 
banking-aware” if retrieval provides 
adequate context.

When not to fine-tune

Fine-tuning can be valuable when:

• You need consistent classification of 
alerts, cases, or documents with stable 
label taxonomies.

• You want highly consistent narrative 
structure and phrasing in, for example, 
SAR narratives, investigation 
summaries, or underwriting memos.

• You have large volumes of high-quality, 
labeled examples and can operate 
within PII and data residency 
constraints.

Fine-tuned models often play roles as 
specialized tools within the agent 
ecosystem (e.g., “alert categorizer,” “SAR 
style enforcer”).

When fine-tuning is justified

• Safety and alignment regressions: 
Multiple studies show that even benign 
fine-tuning can weaken prior safety 
measures, making models easier to 
jailbreak and more likely to produce 
harmful or sensitive content if you lack 
strong red-teaming and guardrails.

• Operational complexity: Each fine-
tuned variant is effectively a new 
product asset, requiring its own 
evaluations, monitoring, rollback plan, 
and lifecycle management as 
requirements, regulations, and data 
distributions evolve.

For agentic AI teams, the message is clear: 
fine-tuning should be seen as a late-stage 
optimization and governance challenge, 
not just a modeling trick. Use prompts, 
tools, and RAG to define what “good” 
looks like, then apply fine-tuning to 
standardize those behaviors; supported by 
comprehensive data engineering, safety 
assessments, and long-term model 
management.
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Governance for fine-tuning

Fine-tuning in regulated environments 
must follow model risk management 
practices:

• Curated training sets, with 
documentation of selection criteria and 
data lineage.

• Pseudonymization or minimization of 
PII where possible.

• Validation procedures, including 
backtesting and scenario analysis.

• Documentation for regulators and 
internal audit covering objectives, 
architecture, limitations, and 
monitoring plans.

From One Big Brain to Many 

Specialist Agents

New practices treat fine-tuned models as 
specialist tools inside a larger agentic 
system rather than a single, monolithic 
brain. Amazon’s production architectures, 
for example, pair a planning-capable core 
model with multiple fine-tuned sub-agents 
for tasks like pharmacy safety checks, 
engineering review, and large-scale 
content quality assessment. Each fine-
tuned model becomes a domain expert 
tool that an orchestrating agent can call 
when a workflow needs deep, repeatable 
specialization.

PEFT Makes Agent Specialization 

Cheap Enough

Parameter-efficient techniques (PEFT) like 
LoRA and QLoRA let teams adapt large 
models by training only small adapter 
layers, often on a single GPU, while 
keeping the base model frozen. This 10–
20x cost reduction makes it feasible to 
maintain many fine-tuned versions—one 
for triage, one for drafting, one for risk 
scoring—instead of overloading a single 
prompt-heavy agent. In agentic workflows, 
this unlocks “micro-specialists” tuned to 
specific tools, schemas, or decision 
rubrics.

Fine-Tuning for Planning, Tool Use, 

and Safety

Recent work and AWS case studies show 
that fine-tuning directly on agent traces, 
plans, intermediate tool calls, and 
evaluator feedback improves 
decomposition, tool selection, and long-
horizon consistency. Techniques like 
supervised fine-tuning plus DPO/RL-style 
optimization on rubric-based rewards 
sharpen agents’ ability to follow 
constraints, respect policies, and avoid 
dangerous decisions in high-stakes 
domains. Instead of only aligning final 
answers, teams now optimize the 
“reasoning core” that drives multi-step 
action sequences across an entire 
workflow.
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Integrated Infra for Continuous 

Agent Improvement

Cloud platforms are increasingly treating 
fine-tuning, deployment, and evaluation as 
first-class components of agent 
infrastructure rather than bespoke 
projects. Services like Bedrock’s serverless 
customization, reinforcement fine-tuning 
(RFT), and AgentCore Evaluations make it 
possible to close the loop: log agent 
behavior, curate difficult episodes, fine-
tune, and re-evaluate on task-level metrics 
without standing up new infra every time. 
For agentic applications, that turns fine-
tuning into an ongoing operations 
practice, much closer to CI/CD for 
reasoning, than a one-off experiment.

Fine-Tuning tools

For agentic workflows, the best tools are 
those that combine PEFT support 
(LoRA/QLoRA), strong data/feedback 
workflows, and integrated evals so you can 
fine-tune on agent traces, not just static 
prompts.

• Amazon Bedrock + SageMaker AI 
Serverless Customization: Supports SFT, 
DPO, and reinforcement fine-tuning 
(RFT) with RLVR/RLAIF, plus Nova Forge 
if you ever want to go beyond fine-
tuning into frontier-model building. 
Bedrock evaluations and AgentCore 
Evaluations give task-level metrics for 
multi-step agents, so you can close the 
loop from trace → fine-tune → eval.

• Databricks Lakehouse: Distributed fine-
tuning of LLMs with Ray AIR, 
hyperparameter tuning via Ray Tune, 
and real-time serving endpoints; strong 
when your agent logs already live in the 
lakehouse.

• SiliconFlow fine-tuning platform: 
Managed fine-tuning and deployment 
for open models, with a simple 3-step 
pipeline and fast inference; useful if 
you’re leaning on 
DeepSeek/Qwen/GLM-style open 
agents.

• Hugging Face Transformers + PEFT + 
TRL: Canonical stack for LoRA/QLoRA 
fine-tuning, RLHF/DPO-style 
optimization, and custom reward 
models; flexible enough to fine-tune on 
agent trajectories (plans, tool calls, 
critiques).

• Axolotl / LLaMA-Factory / Unsloth: 
High-level fine-tuning frameworks with 
opinionated configs for LoRA/QLoRA, 
multi-GPU, and common open models; 
frequently cited as go-to OSS for 
practical fine-tuning in 2025–26.

• Labellerr, Kili, Label Studio, Labelbox: 
Provide annotation workflows for 
conversations, rankings, and rubric-
based judgments—ideal for turning 
agent logs and human review into fine-
tuning/RL reward data.
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Agent Ops and production 
governance

Agentic AI offers transformative benefits 
for financial institutions, but without a 
dedicated AgentOps capability, it rapidly 
becomes unmanageable, unsafe, and 
difficult to scale. AgentOps is the 
operational discipline for managing 
autonomous and semi autonomous AI 
agents with the same rigor as trading 
systems, core banking, and other mission-
critical platforms. It transforms 
experimental agents into dependable, 
auditable production services that 
regulators, risk teams, and executives can 
trust.

A strong AgentOps capability begins with 
lifecycle management. Institutions need 
clear processes to design, test, deploy, and 
retire agents, including versioning for 
prompts, tools, policies, and workflows. 
Every change to an agent’s setup, such as 
access to a new data source or changes in 
refusal rules, must be trackable and 
reversible. This aligns agent behavior with 
familiar governance frameworks used for 
model risk management and software 
change control, thereby reducing 
operational and compliance risks.

Observability and control

Observability is the next essential 
component. Agents operate through 
complex reasoning processes and tool use, 
which must be tracked from start to finish. 
Effective AgentOps offers detailed session 
logs, success and failure metrics, latency 
and cost profiles, and clear “story of the 
decision” traces. This observability supports 
key metrics and SLOs, such as decision 
accuracy, escalation quality, and policy 
violation rates, enabling ongoing tuning and 
safe expansion into more critical workflows.

Equally important is a robust control plane. 
AgentOps should enforce least-privilege 
access to tools and data, encode internal 
and regulatory policies as executable rules, 
and route high-impact actions through 
human approvals. This enables agents to 
autonomously gather data, draft analyses, 
or propose actions while ensuring that 
changes to limits, customer offboarding, or 
regulatory filings remain tightly controlled. A 
well-designed control plane also manages 
regional requirements such as data 
residency, privacy standards, and local risk 
policies.

Implementing AgentOps effectively requires 
a phased approach. Institutions can start 
with sandboxed pilots in limited use cases, 
such as KYC updates or false-positive alert 
triage, where they establish success metrics, 
gather “golden” historical cases, and 
strengthen observability and guardrails. 
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Agent Ops is the discipline of planning, 
monitoring, managing, and improving AI 
agents in production. It extends ideas from 
DevOps and MLOps to multi-component, 
autonomous-acting systems. In banking, 
Agent Ops must incorporate compliance, 
risk, and audit requirements from the 
outset.

Defining Agent Ops

Logging, auditability, and incident 

response

Agent Ops platforms should provide:

• Full audit trails of prompts, retrieved 
documents, tool calls, outputs, 
approvals, and overrides.

• Version tracking for models, prompts, 
tools, and policies.

• Incident workflows for problematic 
outputs, including temporary rollbacks, 
hotfixes, and post-mortems.

Highly regulated sectors will likely 
converge on domain-specific Agent Ops 
frameworks with predefined guardrails, 
evaluation suites, and audit templates 
tailored to finance.

Typical metrics include:

• Task success rate and error rate 
(including policy violations).

• Escalation and override rates.

• Time-to-resolution vs human-only 
baselines.

Key metrics and SLOs

Service-level objectives (SLOs) can be 
defined around latency, quality thresholds, 
refusal behavior, and guardrail effectiveness, 
with alerts and incident handling when 
thresholds are breached.

As confidence builds, they can expand to 
multi-agent workflows, incorporate with 
enterprise monitoring and IAM, and align 
AgentOps with existing model risk, audit, 
and DevSecOps procedures. The result is a 
sustainable capability that transforms 
agentic AI from a set of promising 
experiments into a governed production 
layer for risk, compliance, and operations.

• Hallucination or grounding failure rates 
in RAG workflows.

• Latency and cost per task.
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Using metadata to improve agentic 
performance

Most agentic AI applications already 
generate a wealth of information; you just 
need to start treating it as data. Every plan 
the agent creates, every tool it activates, 
every mistake it encounters, and every 
escalation to a human is “agentic 
metadata." When used effectively, this 
metadata becomes the main driver for 
enhancing quality and performance over 
time. 

At the core is the execution trace: the 
sequence of goals, subgoals, tool uses, 
inputs, outputs, and timing for a single 
run. Instrumenting these traces turns 
mysterious behavior (“the agent did 
something weird”) into a debuggable 
story. You can see where the plan failed, 
which tools gave unclear results, and 
where retries, timeouts, or loops 
happened. That visibility makes it easy to 
improve prompts, adjust tool schemas, or 
add guardrails exactly where needed, 
instead of guessing. 

The same traces also allow for systematic 
evaluation. By attaching simple outcome 
labels like success, partial success, failure, 
and collecting lightweight human feedback 
(e.g., “needed manual fix,” “wrong tool,” 
“unacceptable tone”), you build a detailed 
evaluation dataset based on real traffic. 

From this, you can compute task-level 
metrics such as success rate, escalation rate, 
average steps per success, latency, and unit 
cost. These metrics then act as regression 
tests: whenever you deploy a new prompt, 
model, or tool, you replay representative 
traces to determine if quality and 
performance improve as expected. 

Trace data reveals nuggets of gold

Reflect and refine

Agentic metadata also functions as ideal 
fuel for “reflect-and-refine” loops. A 
separate evaluation process, or even a 
dedicated analysis agent, can review failed 
or costly traces and suggest improvements: 
alternative plans, better decomposition 
strategies, or clearer termination criteria. 
Over time, you can incorporate these 
lessons back into the system: updated 
playbooks for certain goal types, dynamic 
model routing for more complex tasks, or 
automatic backoff rules when specific tools 
malfunction. The agent essentially becomes 
self-improving but always stays under your 
supervision. 

Finally, this metadata provides value beyond 
engineering. Product managers can identify 
which workflows cause the most escalations 
and focus on UX or capability improvements 
there. Reliability teams can detect emerging 
failure patterns before they turn into 
incidents. 
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Metadata—such as customer segment, 
risk rating, product, geography, channel, 
and historical outcomes—can dramatically 
improve agent behavior if used correctly. It 
can guide what to retrieve, which policies 
apply, how much explanation is required, 
and how strict controls should be.

Metadata dimensions

Examples:

• RAG: restrict retrieval to documents 
tagged with relevant jurisdiction, 
product, and risk type, reducing noise 
and policy conflicts.

• Behavior conditioning: instruct agents 
to apply different explanations and 
thresholds for retail vs wholesale 
customers, or high-risk vs standard 
segments.

Metadata-aware retrieval and 

behavior

Data-mesh-style architectures, where 
domains own and publish high-quality data 
products with rich metadata, make it easier 
for agents to discover and consume 
trustworthy data.

Risk and compliance teams get a clear 
record of how decisions were made, step 
by step, which is vital in regulated 
environments. In that sense, agentic 
metadata is not just telemetry; it acts as 
the connective tissue that makes 
autonomous workflows safer, faster, and 
more trustworthy the longer they 
operate.

• Routing: use risk metadata to select 
stricter models or more conservative 
prompts for high-risk cases.
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Addressing data quality and data 
readiness

Agents are only as reliable as the data they 
consume. Key data quality dimensions 
include completeness, accuracy, 
consistency across systems, timeliness, 
and lineage transparency. 
Financial-services experience with data 
mesh shows that decentralized data 
products with strong governance can 
improve availability and quality for 
downstream consumers, including agents.

Data quality dimensions

Regulated firms like banks see generative 
and agentic AI as powerful, but they view 
it as a high-risk extension of their core 
systems rather than just a toy chatbot. 
Their main concerns focus on uncontrolled 
data exposure, regulatory violations, and 
new attack surfaces in models and 
orchestration agents.

Banks are primarily concerned about 
sensitive data leaking into or out of AI 
systems. Customer financial data, non-
public market information, and internal 
risk models are all protected by strict

Regulators drive additional scrutiny

privacy regulations such as GDPR, GLBA, and 
sector guidance from prudential regulators. 
Sharing this information with external 
models or poorly managed internal systems 
raises issues about unauthorized access, 
cross-border transfers, and the reuse of data 
for training beyond the original intent.

Regulators increasingly regard generative AI 
as a supervised technology that must 
adhere to the same standards as any critical 
system. This includes explainability for credit 
and pricing decisions, fair lending controls 
to prevent discriminatory outcomes, and 
strong third-party oversight when vendors 
supply models or platforms. Agentic systems 
capable of triggering actions such as 
updating records, transferring money, or 
generating reports face greater scrutiny 
because an AI error could result in 
operational losses or consumer protection 
issues. 

Security concerns

To strengthen security, developers are 
blending traditional security engineering 
with AI-specific safeguards. At the data 
level, banks increasingly anonymize, 
tokenize, or mask sensitive attributes 
before they reach a model. 
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They also restrict training data and RAG 
corpora to governed, well-classified 
datasets with clear lineage. Fine-grained 
access control and zero-trust principles are 
enforced not just on data lakes, but also 
on vector stores, prompt logs, and agent 
tools, ensuring an LLM or agent can only 
access what a human with the same role 
could.

On the application side, teams implement 
defenses against prompt injection and 
data exfiltration by validating inputs, 
limiting tools, and using output filters to 
prevent sensitive content from reaching 
users or downstream systems. Secure 
SDLC practices now include AI-specific 
threat modeling, red teaming of models 
and agents, and regular penetration 
testing of AI endpoints.

Agentic workflows should sit on top of 
data contracts that define expected 
schemas, semantics, and quality 
thresholds for upstream systems. 
Pre-validation steps can:

• Reject or flag records with missing or 
inconsistent key fields.

• Normalize entities (customers, 
accounts, transactions) before agent 
use.

Data contracts and pre-validation

• Enforce basic sanity checks (e.g., negative 
balances, impossible dates).

Agents can assist in data quality by 
highlighting inconsistencies or gaps they 
detect, but core quality responsibilities must 
remain with data engineering teams and 
domain owners.

How poor data quality manifests in 

agents

Poor data quality leads to:

• Contradictory narratives or risk 
judgments.

• Incorrect retrieval context and 
mis-grounded reasoning.

• Repeated human overrides and 
escalations.

By monitoring correlation between agent 
failures and data sources, banks can use 
agent metrics as a new lens on data quality 
issues.

Finally, banks are establishing governance 
frameworks around these technical controls. 
This includes model registries and 
inventories, policies that define allowed use 
cases and data categories, and ongoing 
monitoring for unusual activity, drift, and 
policy breaches. 

Governance is key
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RAG, DAG, and multi-agent 
orchestration

RAG architectures combine vector search 
or other retrieval mechanisms with LLMs, 
grounding generated outputs in specific 
documents. In banking risk workflows, 
RAG is particularly valuable for referencing 
policies, procedures, regulatory text, and 
case history without encoding all 
knowledge directly in models.

Best practices:

• Build domain-specific indexes (e.g., KYC 
files, policy manuals, SAR archives) with 
security and access controls aligned to 
entitlements.

• Use metadata filters to confine retrieval 
to relevant jurisdiction, product, and 
risk categories.

• Evaluate grounding: measure how often 
outputs are adequately supported by 
retrieved evidence.

Retrieval-Augmented Generation 

(RAG)

Many risk workflows are naturally 
DAG-shaped: they involve ordered steps, 
branching conditions, waits for external 
events, and re-joins. Representing these as 
explicit DAGs—managed by orchestration 
engines—provides predictability and 
observability, while still allowing agents to 
operate within steps.

For example, an AML case flow might have 
nodes for data gathering, initial triage, 
enhanced due diligence, recommendation 
drafting, and review. Agents perform work 
inside these nodes, but cannot skip steps or 
create arbitrary new paths, keeping 
behavior within approved workflows.

Multi-agent orchestration patterns

Multi-agent systems can be orchestrated 
through:

• Supervisor-worker patterns, where a 
supervisor assigns tasks and reviews 
results.

• Committee-of-experts patterns, where 
multiple agents provide opinions and a 
final agent synthesizes.

DAG-based workflow engines
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• Critic/validator loops, where agents 
check each other’s work for policy 
compliance or completeness.

In banking, these patterns must be paired 
with strong cost and risk controls to avoid 
runaway tool usage and opaque behavior. 
Explicit orchestration, combined with 
logging and evaluation, is crucial.

RAG as an abstraction layer

Most teams see RAG as fixing LLM 
limitations, but the real benefit is using 
RAG to shield your application from LLM 
fluctuations, including version updates and 
model replacements. With the proper 
architecture, the model becomes a 
removable engine behind a stable retrieval 
layer and orchestration interface. 

Decouple retrieval from generation

First, design your RAG stack so that 
retrieval is a separate, testable service, not 
a byproduct of prompt hacking. Keep 
vector search, keyword search, reranking, 
and document enrichment in their own 
layers, with clear APIs and metrics like 
recall, precision, and context relevance. 
When the LLM changes, your retriever still 
returns the same high-quality context, and 
you can quickly identify whether failures 
originate from retrieval or generation. 

Standardize a “context contract”

Next, establish a standardized context 
format that every model must process. For 
example, always provide a structured 
package including user query, normalized 
query, top-k passages with metadata, and 
clear instructions on how to use or cite 
them. Treat this as a contract between 
your orchestration layer and the LLM, and 
manage its versioning just like you do with 
APIs. When upgrading models, maintain 
the stability of the contract and only 
modify the implementation behind it.

Version prompts, configs, and 
models

LLM upgrades become dangerous when 
everything is implicit.  Make them explicit 
instead:

• Version your prompts and store them in 
Git, along with YAML or JSON configs for 
chunking, retrieval depth, and 
reranking. 

• rack model IDs and temperature 
settings as part of that configuration, so 
“RAG v4 + Model X” remains a 
reproducible combo you can revert to. 

This allows you to A/B test new models 
against the same RAG setup or keep the 
model fixed while you experiment with 
retrieval strategies. 
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Build an evaluation harness, not 

just a demo

Finally, secure your investment with 
ongoing evaluation. Develop reliable test 
sets that reflect your actual workloads, 
and assess both retrieval (does it find the 
correct evidence?) and generation (is it 
accurate, faithful, and relevant?). When 
testing a new frontier model, first run it 
through this process; only promote it if it 
outperforms your current setup on the key 
metrics that matter to your customers. 

From static RAG to agentic RAG

Recent LLM advances have turned RAG 
from a single-shot context fetch into a 
dynamic, agent-driven “memory and 
tools” layer that workflows interrogate and 
reshape over multiple steps. Earlier 
patterns used naive RAG: embed, retrieve 
top-k, stuff into a prompt, answer once. 
Stronger LLMs now support agentic RAG, 
where agents plan retrieval, call retrievers 
multiple times, and iteratively refine 
context to solve multi-step tasks.

Smarter retrieval strategies

New models make it practical to mix 
keyword, semantic, and 
graph/knowledge-graph retrieval (“hybrid” 
and “RAG-fusion”) under agent control. 
Agents can classify query intent and 
choose different retrieval modes (shallow 
FAQ vs deep multi-hop search), improving 
precision and task success rates.

Long-context and structure-aware 

RAG

Modern LLMs with very long contexts shift 
RAG from “tiny chunks + strict top-k” to 
“structured context,” such as TreeRAG and 
GraphRAG that use LLMs to build 
summaries, trees, and graphs during 
ingestion and retrieval. gents can navigate 
these structures—following links, drilling 
into subtrees, or traversing graphs—to 
assemble bespoke contexts for complex 
workflow steps.

Workflow-oriented, not turn-
oriented, usage

In agentic applications, RAG is now 
orchestrated per workflow, not per 
prompt: agents maintain working memory, 
revisit retrieval with updated hypotheses, 
and validate intermediate results. This 
enables behaviors like: “plan → retrieve 
for step 1 → act → retrieve new evidence 
→ revise plan,” making RAG an ongoing 
source of state and evidence rather than a 
one-off preamble.

Reliability, governance, and 
evaluation

Organizations increasingly wrap RAG with 
observability and evals that measure 
end-to-end agent task success, not just 
retrieval precision. In regulated settings, 
RAG is paired with policy-driven access 
control and logging so agents retrieve only 
allowed data and every retrieval step is 
auditable.
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Deliberate memory engineering for 
risk agents

As AI advances beyond simple assistants 
and task automation, the idea of “agentic 
AI” is redefining possibilities, introducing 
systems that perceive, reason, and act 
independently. But the key to unlocking 
true intelligence and lasting value in these 
systems is one discipline: Deliberate 
Memory Engineering.

Why Memory Matters for Agentic 

AI

Traditional AI functions in a stateless, 
query-response cycle, quickly losing track 
of context after each interaction. In 
contrast, agentic AI relies on memory—
allowing intelligent agents to recall and 
build on their own experiences, keep 
important facts, and stay aware of the 
situation during long and complex 
interactions. Well-designed memory turns 
AI from just a reactive tool into a proactive 
partner: one that learns, adapts, and 
personalizes its actions continuously.

Memory is the key that supports 
autonomy, learning, and rich context 
awareness. It enables agents to learn from 
past results, customize workflows for each 
user, and continuously improve their 
strategies—ultimately boosting efficiency, 
resilience, and business impact.

How can developers design memory 
architectures that rival human cognition? It 
starts with these proven techniques:

• Short-Term and Long-Term Memory 
Layers - Design an architecture that 
combines short-term memory (for 
immediate context, ongoing tasks, and 
conversation history) with long-term 
memory (for persistent knowledge, user 
profiles, and past outcomes).

• Intelligent Filtering and Forgetting - Not 
all data is worth keeping. Use smart 
filtering to prioritize what’s memorable, 
then apply active forgetting and memory 
pruning to discard outdated or irrelevant 
information, keeping the agent lean and 
focused.

• Memory Consolidation and Context 
Continuity - Transfer valuable information 
from short-term to long-term memory 
when it is useful or frequently needed. 
Maintain context across sessions so 
agents can pick up tasks smoothly—
providing the persistence modern 
businesses require.

Key Techniques for Deliberate 

Memory Engineering
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Agentic systems can leverage:

• Short-term task memory: context 
within a single task or case.

• Session memory: interactions with a 
specific user during a session.

• Long-term institutional memory: 
durable knowledge about policies, 
cases, and past decisions.

Each type has different risk implications 
and must be engineered deliberately.

Types of memory

• Vector Databases & Knowledge Graphs - 
Enhance both semantic search and 
relational reasoning by combining 
vector databases (e.g., Pinecone, 
Weaviate) for quick, context-based 
recall, and knowledge graphs (e.g., 
Neo4j) for organized, connected 
knowledge.

• Frameworks with Native Memory 
Support - Utilize advanced AI agent 
frameworks (such as LangChain or 
CrewAI) with integrated memory 
modules, orchestration patterns, and 
extensibility to confidently expand your 
solution.

Advances in LLMs have made deliberate 
memory engineering both more powerful 
and more necessary, shifting “memory” 
from a vector-DB afterthought into a 
first-class design surface for agentic 
workflows.

From prompt soup to layered 

memory

Stronger models and longer context 
windows let teams separate short-term 
working memory, long-term knowledge, 
and episodic workflow traces instead of 
stuffing everything into a single prompt. 
Modern agent patterns explicitly model 
semantic memory (“what I know”), 
episodic memory (“what happened”), and 
procedural memory (“how to do it”), then 
orchestrate them like databases rather 
than implicit LLM state.

LLM improvements in reasoning and 
summarization have enabled persistent 
memory systems that store, organize, and 
selectively retrieve user and task history 
across sessions.
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• Example: agent drafts an SAR; analyst 
edits and approves; the final version 
becomes a labeled example for future 
training or retrieval.

• Example: agent misclassifies an alert; 
analyst corrects and flags; the 
correction is added to evaluation and 
training datasets.

Deliberate memory engineering avoids 
accidental “learning” from unvetted or 
biased examples and ensures that 
improvements are governed and auditable.

Memory must respect retention policies, PII 
and secrecy constraints, and auditability 
requirements:

• Case-level working memory should be 
tied to case IDs and stored in systems of 
record where appropriate.

• Long-term memories should be curated, 
versioned, and linked to original evidence 
(e.g., final SARs, approved policies).

• Sensitive content must follow data 
residency and access-control rules; 
free-form long-term memory across 
customers or jurisdictions is risky.

Regulators and data-governance 
frameworks emphasize comprehensive 
documentation, version control, and 
decision logs for AI systems, which should 
extend to how memory is stored and 
updated.

Safe memory design in regulated 

environments

Feedback loops and memory 

updates

Human feedback—approve, edit, 
override—should flow back into memory 
in structured ways:

Deliberate Memory Engineering drives 
smart, adaptable, and independent 
behavior. As agentic AI transforms 
analytics, automation, and decision-
making, investing in these memory 
practices will distinguish true innovators 
from others. Unlock this potential to 
create smarter, more dependable AI—and 
change how your organization functions.

Making Agentic AI Work for You
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Implementation roadmap and 
maturity path
A staged approach helps banks adopt agentic AI safely:

Stage Key Actions

Foundations • Establish data governance, access controls, and logging.
• Build basic RAG capabilities over policies and 

documentation.
• Pilot single-agent assistants in low-risk, read-only scenarios.

Embedded agents in 
existing workflows

• Integrate agents into case management or underwriting 
systems as drafting and summarization helpers.

• Introduce tool layers with strict read/write segregation.
• Implement basic Agent Ops: monitoring, logs, and evaluation 

on golden tasks.

Multi-agent workflows 
with DAG orchestration

• Model end-to-end workflows as DAGs with agents at key 
steps.

• Add supervisor/critic patterns and richer evaluation metrics.
• Expand to more sensitive workflows with human-in-the-loop 

at critical decisions.

Model mesh and 
fine-tuning

• Introduce model routing for different task types and 
jurisdictions.

• Introduce selective fine-tuning for high-volume tasks 
(classification, summarization).

• Strengthen model risk governance and documentation.

Enterprise-scale Agent 
Ops and memory

• Standardize Agent Ops practices across domains, including 
incident response and continuous compliance monitoring.

• Build governed institutional memory and feedback loops 
across agents.

• Periodically redesign workflows as capabilities and 
regulations evolve.
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Introducing the RiskPulse.ai agentic 
framework

RiskPulse.ai is an AI-native investigation 
and risk-assessment platform designed 
specifically for financial crime compliance 
and high-risk client management in banks 
and wealth managers. Its core design 
pattern is “agents that think and act like 
investigators,” orchestrating data 
gathering, analysis, and documentation 
across AML, KYC, sanctions, surveillance, 
and related workflows. Rather than 
offering a single monolithic model, 
RiskPulse provides a configurable agentic 
framework that plugs into existing case 
management and data sources while 
enforcing enterprise-grade security and 
governance.

At a high level, the RiskPulse framework 
combines three pillars:

• An investigation-centric agent model 
that structures work into plans, 
evidence gathering, analysis, and 
narrative outputs.

• A financial-crime-tuned data and rules 
layer that integrates transaction 
monitoring, customer risk, adverse 
media, sanctions data, and policy logic.

• An operational control plane that 
supports collaboration, oversight, and 
deployment inside a bank’s own 
network and governance stack.

Architectural fit with agentic risk 

workflows

RiskPulse agents are built around 
investigation patterns: they construct 
investigation plans, call tools to pull relevant 
data, synthesize findings into standardized 
narratives, and propose risk assessments or 
regulatory filings. This aligns directly with 
the agentic patterns described earlier—
triage agents, investigator agents, 
documentation agents, and QA agents—
making RiskPulse a practical foundation 
when you want to accelerate 
implementation rather than build 
everything from scratch.

Because the platform already encapsulates 
domain-specific logic for AML, KYC, 
sanctions, and high-risk client management, 
many of the “deterministic tools” and 
schemas discussed in the tool-layer section 
can be realized as configurations and 
connectors inside RiskPulse. For example, 
risk scoring algorithms, typology checks, 
sanction-list logic, and policy mappings exist 
as configurable components that agents can 
invoke deterministically, while LLM-driven 
components handle unstructured analysis 
and narrative generation.
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Key capabilities as building blocks

Capability Description

Tool use and system 
integration

RiskPulse ships with connectors for transaction monitoring 
systems, KYC/onboarding data, sanctions screening, adverse 
media, and case management platforms, exposing these as safe, 
well-typed tools that agents can call. This reduces the 
engineering effort to build a robust tool layer and ensures that 
access control and logging are handled consistently.

Agentic frameworks and 
multi-agent 
orchestration

The platform supports end-to-end AML and KYC investigations, 
from alert intake through evidence gathering to narrative 
drafting and recommendations. Under the hood, this is 
implemented as a sequence of specialized agent behaviors (e.g., 
entity resolution, behavior profiling, typology matching, 
narrative drafting) orchestrated by workflow logic, which can 
serve as a reference pattern for broader agentic architectures.

RAG, metadata, and 
data quality

RiskPulse uses domain-specific retrieval over KYC files, 
transaction histories, negative news, and policy content, 
enriched with metadata such as customer type, jurisdiction, 
products, channels, and associate relationships. This supports 
grounded investigations and allows agents to tailor behavior to 
context (e.g., private-bank client vs retail, domestic vs 
cross-border risk), while also making it easier to spot data gaps 
as part of the investigative process.

Agent Ops and 
auditability

Because the platform is built for regulated use, it emphasizes 
detailed investigation logs, standardized outputs, and 
regulator-ready narratives. Each investigation’s steps, data 
sources, and recommendations are captured in ways that align 
with audit and regulatory expectations, giving you a concrete 
template for how to implement Agent Ops, decision trails, and 
lifecycle management for agents.
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Using RiskPulse as the foundation 

of an agentic workflow 
implementation

For banks adopting agentic AI in financial 
crime and high-risk client workflows, 
RiskPulse can serve as a “reference 
backbone” on top of which you build 
additional agents and capabilities:

1. Start with out-of-the-box 
investigation agents: Deploy 
RiskPulse’s pre-built 
AML/KYC/sanctions investigation flows 
to automate data gathering, behavior 
analysis, and narrative drafting, 
integrating with your existing alerting 
and case-management systems. This 
quickly establishes a working agentic 
workflow with proven templates, 
giving developers a concrete, 
production-grade example of agent 
behavior, tool use, and UI patterns.

2. Extend tools and workflows with 
bank-specific logic: Add custom tools 
for internal scores, proprietary 
watchlists, niche product data, or local 
policy checks, exposing them through 
RiskPulse’s integration interfaces. 
Adjust workflows to reflect local 
procedures (e.g., specific escalation 
paths, region-specific reviews), 
effectively treating RiskPulse as the 
orchestration engine for your 
financial-crime agents.

3. Layer additional agents and channels 
around the core: Use RiskPulse’s 
investigation graph as the canonical 
“investigation engine,” while 
surrounding it with additional agents 
focused on upstream triage, 
downstream reporting, or 
cross-domain use cases (e.g., linking to 
credit risk, conduct risk, or client 
lifecycle management). For example, a 
separate planning agent might 
determine which alerts should enter a 
RiskPulse-driven deep investigation vs 
a lighter-weight review.

4. Leverage existing Agent Ops and 
governance patterns: Because 
RiskPulse already emphasizes audit 
trails, standardized narratives, and 
explainable risk scoring, you can adopt 
its logging, documentation, and 
oversight patterns as your baseline for 
Agent Ops across other agentic 
applications. This reduces the design 
space your teams need to cover and 
creates consistency in how agents are 
monitored, evaluated, and governed.
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Example: embedding RiskPulse in 

an enterprise agentic ecosystem

Consider a large regional bank building an 
enterprise agentic AI strategy for financial 
crime and high-risk client management. 
RiskPulse is deployed inside the bank’s 
network, integrated with transaction 
monitoring, sanctions, KYC, and 
case-management systems. Upstream, a 
lightweight triage agent (built on the 
bank’s broader agentic platform) evaluates 
alert queues and decides which alerts 
merit full investigation, routing those 
cases into RiskPulse.

Within RiskPulse, investigation agents 
gather data, analyze behavioral patterns, 
run typology and sanctions checks, and 
produce standardized narratives and 
recommendations that analysts can review 
and approve. Downstream, another agent 
consumes the structured outputs to 
update enterprise risk views, feed 
stress-testing scenarios, or inform 
relationship-management decisions for 
high-risk clients. Throughout, the bank 
leverages RiskPulse’s logging, security, and 
workflow configuration as the “spine” of 
its financial-crime agentic workflows, 
while reusing the same design principles—
tool encapsulation, RAG, multi-agent 
orchestration, and governed memory—
across adjacent risk domains.

In this way, RiskPulse functions not just as 
a point solution, but as an opinionated 
agentic framework that accelerates 
implementation, enforces good practices, 
and provides a concrete, regulator-aligned 
foundation for broader agentic AI adoption 
in risk-based workflows.
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Conclusion and recommended next 
steps

Agentic AI promises significant 
transformation in how banks conduct 
risk-based workflows, from AML and fraud 
to credit and model risk. Industry research 
and early deployments show that agentic 
workflows can reduce investigation times, 
improve risk flagging, and support more 
consistent decision-making. Yet success 
depends on careful architecture and 
governance, not just model selection.

For AI application developers, the main 
tasks are to design robust tool layers, 
choose appropriate agentic frameworks, 
build on top of model meshes and RAG 
infrastructure, and embed systems within 
existing risk and compliance controls. 
Organizational readiness—roles, Agent 
Ops, and change management—matters 
as much as technical design. Regulators 
and governance bodies are already 
articulating expectations around 
documentation, audit trails, and 
continuous monitoring for AI agents, 
making it essential to build with 
compliance in mind from day one.

Banks that take a structured, maturity-based 
approach can harness agentic AI to augment 
their risk and operations teams, improving 
speed and quality while maintaining (and in 
some cases strengthening) control 
environments. With the right foundations, 
agentic AI can become a durable capability 
embedded across the risk function rather 
than a collection of isolated experiments.

Implementation checklist for 

developers and architects

Use this checklist as a quick reference when 
designing an agentic risk workflow:

• Define the business objective and 
measurable success metrics for the agent 
(e.g., reduced handling time, improved 
consistency, reduced rework).

• Map the agent’s responsibilities to 
existing controls, policies, and model-risk 
expectations.

• Identify all tools the agent will use; define 
typed schemas, rate limits, and 
least-privilege access for each tool.



Copyright Global Economics Group or its affiliated companies. All rights reserved 57

• Separate deterministic policy/rules tools 
from non-deterministic judgment tools; 
ensure agents cannot bypass 
deterministic guardrails.

• Design prompts that explicitly reference 
policies and require evidence-based 
reasoning and citations.

• Decide on single-agent vs multi-agent 
framework; if multi-agent, define roles 
(triage, investigation, documentation, 
QA, supervisor).

• Choose initial models and plan for 
routing (which tasks can use smaller 
models vs larger models).

• Implement RAG over relevant policy and 
case documents with access controls 
and metadata filters.

• Represent the workflow as a DAG 
where appropriate, with agents 
operating within specific steps rather 
than free-form.

• Design UI with transparent traces, 
evidence links, and clear separation of 
agent-generated vs source data.

• Implement human-in-the-loop 
checkpoints for all high-impact or 
regulatory-relevant decisions.

• Establish Agent Ops metrics (success 
rate, override rate, hallucination 
incidents, latency, cost) and define 
SLOs.

• Log all prompts, tool calls, outputs, and 
approvals with model and policy 
versions for auditability.

• Set up incident management workflows 
for problematic outputs, including 
rollback and remediation processes.

• Assess data quality and data contracts 
for upstream sources; implement 
pre-validation and normalization.

• Decide where fine-tuning is warranted; 
design training, validation, and 
documentation pipelines accordingly.

• Engineer memory deliberately: define 
what is stored at case, session, and 
institutional levels, and align with data 
governance policies.

• Design feedback loops for human 
corrections and outcomes to flow into 
evaluation and iterative improvement.

• Conduct shadow and canary 
deployments before full rollout, 
comparing agent performance to 
human-only baselines.

• Review the entire system periodically 
with risk, compliance, and audit 
stakeholders, updating design as 
regulations and best practices evolve.

Implementation checklist for 

developers and architects (continued)
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